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Abstract: Advertising is one of the main contributors to the rising number of online shoppers worldwide. The 
use of advertising in this digital era has become a powerful tool for the persuasion of consumers. However, 
some organizations have adopted false advertising as their marketing strategy. The purpose of this study is to 
analyze the factors that influence consumers’ online shopping behavior. The study focuses on the three 
independent constituent factors of false advertising, namely, unethical advertising, misleading information, 
and deception. The dependent variable is online purchase behavior. A questionnaire was distributed to 588 
individuals who shopped once or more from the top e-commerce platforms in Malaysia. The questionnaire 
underwent validation and reliability assessments, followed by the collection and analysis of responses using 
SPSS software. The findings indicate that False advertising can have significant effects on consumer online 
purchase behavior in Malaysia. Through the use of misleading or false information, companies can manipulate 
consumer perceptions and ultimately influence their buying decisions. This can lead to several negative 
consequences for consumers, including financial losses, disappointment with purchased products, and erosion 
of trust in online shopping. 
 
Keywords: Online Shopping, Purchase Behavior, False Advertising, Unethical Advertising, Misleading 
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1. Introduction and Background 
 
In Malaysia, the expansion of Internet services has created a sizable retail market. Online selling has gained popularity 

in Malaysia in recent years. People began to adapt to the benefits of the online marketplace for both retailers and 
consumers. Retailers are benefiting from the cost-effective channel to reach their target consumers and 
consumers are benefiting from saving time, money, and more products to choose from (Alba et al., 1997). 
Businesses that have made the transition to the Internet are searching for goals beyond simple product or 
service sales. They aim to increase customer satisfaction and improve turnovers; they are soliciting feedback 
on their performance. It was reported that businesses all over the world have started to use the internet to 
lower their marketing expenses, and their product and service costs to maintain a competitive market going 
forward (Wu, 2013). Malaysia is one of the fastest-growing e-commerce markets in the ASEAN region with 19 
million Malaysians using the internet as of the year 2018 (Salameh et al., 2022). Malaysians are the world’s 
biggest users of social media and online shoppers in Malaysia are supporting a business worth 8.7bil and 
expected to reach 14.40bil by 2027(eCommerce - Malaysia | Statista Market Forecast, 2023). Online shopping 
is becoming more and more popular in Malaysia, yet as more people start using computers and mobile devices 
for online shopping, consumers still worry about payment security, the validity of data protection, inadequate 
information disclosure, and product quality (Amin & Mohd Nor, 2013). 
 
A product or service's buying choice is influenced by an audience through the use of advertising as a 
communication tool. An advertisement provides details about a good or service to the public. According to 
Haider and Shakib (2018), advertising is regarded as a crucial and vital element for the expansion of the 
economic processes of marketers and enterprises. According to Ahmed and Ashfaq (2013), advertising is a 
form of exposure or promotion that is paid for by a sponsor and broadcast through a variety of media platforms. 
Companies are always attempting to sway consumers' opinions, assessments, and purchasing choices 
(Romaniuk, & Sharp, 2004).The purchasing habits of consumers have long been a crucial component of 
advertising literature (Ajzen, 2002). The common disadvantage of advertising is the speed with which products 
can be displayed online, which increases the likelihood of deceptive or misleading acts whereby advertisers 
manipulate a product's features or a promotional strategy to generate large profits at the expense of 
consumers' financial stability (Riquelme, et al., 2016). Additionally, advertisers can influence customers by 
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increasing their susceptibility to illogical decisions. False advertising, according to Svetlana (2014), frequently 
emphasises the product, price, and promotion. 
 
The unethical, deceptive, and misleading advertising practices that influence customers' purchasing decisions 
are the main topic of this study. This study looks into how customers' internet buying habits are impacted by 
false advertising. The primary topics of earlier research were customer happiness and service excellence. The 
impact of false advertising components on consumer purchasing behavior has not received much attention. 
False advertising is a problem that has gone unnoticed, which calls for more research. Along with examining 
future purchases based on fulfilment and pleasure, this study will also look into consumers' knowledge of their 
prior experiences with service providers. The kinds of false advertising strategies that are employed by 
marketers will also be examined in this study. 
 
2. Literature Review 
 
Online advertising is already a major global communication channel because of technological advancements. 
Since advertising boosts sales and boosts profits, an advertiser seeks to raise awareness of a company's brand, 
website, or event. Scholars who have examined advertising generally concur that marketing is an essential 
instrument for economic expansion (Dwivedi et al., 2021). Advertising companies' exaggerations, however, are 
complete fabrications. Agencies tend to make promises about products that they can't fulfil, which makes it 
easy for customers to be duped. Numerous reports have indicated that the majority of shoppers are credulous 
and easily influenced by the false claims made in advertisements. The cleverness and smug messaging that 
advertisers produce and present as authentic mislead customers into making purchases (Fastercapital, 2024). 
 
According to recent studies, businesses frequently employ false advertising to capture or grab customers' 
attention. Repurchases will be restricted as long as these companies keep deceiving or misleading customers 
with these tactics. The images, cost, features, and quality of the goods or services are the main areas where 
deceptive advertising is employed; for some goods, it even extends to the product's expiration date. This study 
looks into whether viewers of commercials that present conflicting information and make exaggerated claims 
alter their purchasing behavior. The three components of fraudulent advertising practices—deception, 
misleading information, and unethical advertising—will also be put to the test in this study. The target audience 
for this research will be tested based on their knowledge, and experience with online shopping followed by 
their awareness of the methods used. 
 
Consumer Online Purchase Behavior 
Consumer purchasing behaviour is the culmination of their decisions, intents, attitudes, and preferences. The 
consumer is motivated to make a purchase by these four considerations. Online shopping is defined as the act 
of making purchases of goods or services via the Internet (Khan et al, 2022). There are several ways that the 
purchasing process resembles typical shopping habits (Tao et al., 2022).  An online transaction typically 
involves five steps. The first one begins with determining what product or service is needed, and then it looks 
for information online and using search engines. The assessment and comparison of what is on hand and what 
meets the necessary requirements come next. Following selection of the desired good or service, the buyer 
completes a transaction and obtains a post-purchase experience (Niosi, 2021). 
 
Rusnifaezah et al. (2022) state that four important mental factor, inspiration, recognition, convictions, and 
disposition have an impact on a customer's shopping behaviour. It has been discovered that a consumer's 
personality, demography, and beliefs about the benefits of online buying influence their online purchasing 
behaviour. According to Raut et al. (2021), perceived behavioural control influences the frequency of a 
behaviour by serving as a predictor of behavioural intentions. The purpose of a behaviour is also influenced by 
an individual's attitude towards partaking in it and their perception of its advantages. 
 
False Advertising 
False advertising is a type of advertising when the advertiser withholds any and all information regarding a 
product's features or other specifics in an effort to mislead, confuse, or attract customers. Most countries have 
laws against using deceptive advertising. It is against the law to misrepresent a product's origin, maker, quality, 
specs, makeup, price, or maker (Madhavi & Gudlavelleru, 2020). It is said that there are three ways to advertise 
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deceptively, and it is these ways that shape customer perception globally. The three tactics are fraud, lying, and 
deception. The common perspectives of elements of advertising communication include the marketer, the 
message, and the ensuing consumer views regarding a deceptive commercial (Madhavi & Gudlavelleru, 2020). 
 
False advertising, according to contributors like Radoslav (2023), is a competition among marketers. False 
advertising, according to Madhavi & Gudlavelleru (2020), is the practice of lying, misleading, and disseminating 
incorrect information. Customers are seen as susceptible when advertisements recommend something to them. 
False advertising that commit acts of deceitfulness influence a customer's decision. Customers' decisions are 
impacted because they were unfairly persuaded and misled by the message that advertisements presented, 
which influences their perceptions (Juana & Stefan, 2023). 
 
Unethical Advertising  
The dissemination of cultural values and norms established by rigid, governmental, or legislative 
establishments where one looks for moral guidance is known as unethical advertising (Manoj & Sahil, 2023). 
By creating and misrepresenting inaccurate content in a way that harms a competitor's reputation and makes 
exaggerated claims that have a detrimental impact on people's lives, unethical advertising materially 
manipulates customers. Viewers are forced to feel uncomfortable and confused when they watch unethical 
advertisements (Goo et al., 2021). The foundation of unethical advertising is the discrimination and 
demonization. When someone is treated differently by advertising because of their race, nationality, gender, 
age, sexual orientation, religion, or political beliefs, it is discrimination against them. It also demonstrates 
injustice, intolerance, and biological unfairness. Furthermore, unethical advertising denigrates, threatens, stirs 
up animosity towards, or parodies a person or group of people due to their political ideas, religion, disability, 
sex, age, race, ethnicity, or nationality (Goo et al., 2021). 
 
Customers are negatively impacted by unethical advertising because it casts a poor image in their minds and 
manipulates the environment and values. Sociodemographic and cultural variables are used by unethical 
advertising to affect customers' purchasing decisions (Rodrigues et al., 2021). Consumer perceptions of 
unethical advertising are significantly influenced by moral principles and values (Goo et al., 2021). According 
to Vaishnavi (2023), when a consumer is presented with unrealistic expectations of their potential appearance 
or level of improvement, unethical advertising fosters unfavourable attitudes, moral principles, values, age, 
gender, and religion. These factors influence the consumer's purchasing behaviour. Unethical advertising is a 
dangerous and immoral activity that can cause harm to individuals. Advertising shouldn't deceive, hurt, or 
transgress moral principles. People's opinions of themselves and their surroundings are influenced by 
advertising. According to Hanan et al. (2022) unethical advertising consists of erroneous ideas that become 
established in people's thoughts and lead to needless product use. The unethical behaviour of advertisers 
means that there will always be unethical problems in the advertising industry. 
   
Misleading information 
False statements regarding a good or service, such as data characteristics, nuanced data truths, and 
development recommendations, constitute misleading information (Balakrishnan et al., 2021). Misleading 
advertising seeks to highlight a commercial as the greatest on the market in order to boost sales. One of the 
most popular strategies is exaggerating the product; if the exaggeration was minimal or unenthusiastic, the 
advertisement would not receive the anticipated attention (García-Nieto et al., 2021). The majority of false 
statements have been distinguished from puffing. Exaggerated statements made for a product depending on 
the seller's preference or opinion are known as puffing (Rockcontent, 2021). An example of this would be an 
advertisement that highlights the positive aspects of a health supplement while downplaying its negative 
aspects (Iye et al., 2021). 
 
Customers become sensitive to all forms of advertising when they see advertisements as deceptive (García-
Nieto et al., 2021). According to Moore & Hancock (2022), young folks are more adept than older ones at 
recognising false information. According to Ravindran (2023), information can be misrepresented orally or in 
writing in advertising. False  advertising can either promote reckless behaviour or inaccurately portray people. 
According to Estrellado et al. (2021), the complexity of characteristics and the range of reasons why customers 
make purchases make it extremely challenging to evaluate the effect of misleading advertising on consumer 
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behaviour. According to Das & Debroy (2022), ads may attempt to mislead two distinct persons at times, but 
this will only have an impact on one person's purchasing decisions and have no bearing on the other. 
 
Deceptive advertising  
The dishonest practice of false statements and impressions made by advertisers to persuade consumers to 
make a purchase is known as deceptive advertising. The manipulation of prices and hidden costs, the misuse 
of phrases like "going out of sale" or "free," inadequate or inconsistent comparisons, false colouring, "angel 
dusting," bait and switch, and no risk acceptance by default are the main features of deceptive marketing 
(TorHoerman,2022). According to Wang et al. (2022), deception in advertising is a widespread phenomenon 
that arises from various types of unfulfilled expectations, and deception in advertising only happens when 
expectations introduced by marketers are not met. According to Chen et al. (2022), only the deception outcome 
would appear to be subjective when a consumer consumes or experiences the performance of a service or 
product since different consumers have different expectations. According to TorHoerman (2022), deceptive 
advertising can be defined by three factors: first, it must involve credible claims that are blatantly false or 
blatantly obvious; second, it must involve encouragement that differs from what consumers believe the 
advertisement to be and what is true; and third, it must involve a consumer's held belief that is supported by a 
prior purchase belief from other advertisements. Customers may suffer when they mistakenly perceive an 
advertisement to be factual when it is not (García-Nieto et al., 2021).  
 
Gardner (1975) defined deceptive advertising as involving lying as well as creating false assumptions that could 
influence a customer's behaviour. The way that customers strive to match the product's attributes with the 
claims made in deceptive advertising and identify any differences is demonstrated by their behaviour (Abd el 
Baki, 2020). According to Nekmahmud et al. (2022), the perception of deceit has an effect on a consumer's 
behaviour, intentions to make more purchases, and degree of product loyalty. Abd el Baki (2020) asserts that 
deceptive advertising results in expenses, social disbelief, and psychological distress for the customer. 
 
Unethical advertising influence on consumer’s online purchase behavior  
Unethical advertising is the distribution of cultural norms and values by political, religious, or governmental 
groups to people seeking moral and ethical advice. The production of false ideal information and its 
dissemination to the public via mass media outlets is unethical advertising. Unethical advertising is designed 
to harm the reputation of rival brands. It’s mainly used to mislead and confuse consumers; unethical 
advertising makes incorrect or exaggerated claims. Advertisements that use minors, exaggeration, puffery, 
deceptive brand comparisons, surrogate advertising, and exaggerated claims are examples of unethical 
advertising practices. They are the type of advertisements that have the consequence of making viewers feel 
bad (Fazle, 2023). 
 
Hanan et al. (2022) stated that advertisers are releasing more exaggerated claims of their products and 
services, which might result in companies losing their credibility and their competitive position in the market 
due to unethical advertising. According to Tyagi (2023), unethical advertising can fall into the category of 
promoting banned products like alcohol and cigarettes, and advertisements of products that are bad for 
people’s health. Sharma & Bumb (2021) noted that unethical advertisements nowadays’ focus on stereotyping 
gender manipulation and exploitation, advertisements that unrealistically show women and men tend to put 
pressure on how a person should or would look.  
 
Unethical advertising is criticized for hurting society. Unethical advertising creates a negative thought in the 
minds of consumers and the creation of manipulation negatively affects the values and environment. Unethical 
advertising influences consumers buying behavior by using socio-demographic and cultural factors (Wang et 
al., 2022). Moral principles and values have a significant impact on consumers’ attitudes toward unethical 
advertising (Goo et al., 2021). 
 
Vaishnavi (2023) stated that unethical advertising creates negative attitudes, moral principles, values, age, 
gender, and religion which affects consumers’ buying behavior due to the implementation of what a consumer 
could look like or how better they can be. Unethical advertising is a destructive and immoral action that may 
harm people’s characteristics. According to Qutp et al. (2018), unethical advertising should not be deceptive, 
harmful, or in violation of moral principles because it shapes people's perceptions both individually and 
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collectively. It also creates false beliefs in the minds of consumers and encourages needless product 
consumption. Furthermore, because of the immoral behavior of advertisers, there will always be unethical 
issues surrounding advertising. 
H1: There is a significant influence of unethical advertising on consumer’s online purchase behavior. 
 
Misleading Information Influences on Consumer’s Online Purchase Behavior  
Misleading information is the exaggeration of an advertisement to improve the benefits of a product created 
by advertisers (García-Nieto et al.,2021). Misleading information in an advertisement is likely to mislead 
anyone who sees it. Misleading advertising may affect consumer’s choices regarding what they buy. Misleading 
information in an advertisement that creates or exploits a false belief about the expected outcome of a product. 
The making of false or misleading claims is deliberately illegal (Nuseir, 2018). Additionally, Nuseir emphasized 
that consumers react negatively to misleading advertising and grow distrustful of claims made about products 
they do not fully comprehend. According to García-Nieto et al. (2021), firms can create false claims to enhance 
the perception of their products and services by making unproven assertions about a product that is difficult 
to establish or refute.  
 
Bermes (2021) mentioned that false promises and misguided information promote wrong values for the 
audience and people might get threatened by advertisements in the future. Misleading advertisements 
encourage irresponsible behavior or irresponsibly represent people. Estrellado et al. (2021) claimed that it is 
very difficult to assess the impact of misleading advertisements on consumer behavior due to the complexity 
of features and consumers purchase for a variety of reasons. Greenfield (2018) argued that sometimes 
advertisements may try to mislead two different people, but this will only affect one’s economic behavior while 
the other economic behavior will change.  
H2: There is a significant influence of misleading information on consumer’s online purchase behavior. 
 
Deceptive advertising influence on consumer’s online purchase behavior  
Deceptive advertising is based on the acquisition of false impressions or beliefs created by advertisers (Held, 
2018). If an advertisement or advertising campaign leaves a consumer with an impression or belief different 
from what was promised from a product or service and leaves consumers with the impression of an untrue 
belief, then deception is said to exist. Deception concerns revolve around unfulfilled expectations or false 
beliefs advertisers (Held, 2018). 
 
According to Xiang & Song (2020), the determination of deception lies in the consumer's ability to recognize an 
advertisement that presents a distorted or categorized claim. According to Radoslav (2023), deception happens 
when a customer thinks that an advertising is deliberately trying to mislead them. Ads that alter product 
information and incite intended behavioral changes in consumers' decision-making are considered immoral, 
according to Khan et al. (2020). Advertisement deceptiveness was examined by Garbouj & Saied (2019) as a 
measure of skepticism that gives consumers the impression that a marketer is in charge of attempting to create 
false views through any kind of marketing communication.  
 
According to Islam (2021), dishonest advertising involves lying and fosters misconceptions that may have an 
impact on a customer's behavior. When a customer attempts to reconcile the features of the product and any 
departures from the claims made in advertising, the consumer's actions are affected by the findings. Yang et al. 
(2019) claim that a consumer's behavior is influenced by their impression of deception, which also has an 
impact on their desire to repurchase and level of product loyalty.  
 
Golf-Papez et al. (2022) stated that deceptive advertising leaves financial charges, social disbelief, and 
emotional distress on the consumer. Iqbal & Siddiqui (2019) researched the effect of deceptive advertising on 
customers’ attitudes, behaviour, and psyche, the research found that deceptive advertising affects the customer 
attitude towards purchasing. A customer's assessment, purchasing attitude, and purpose may all suffer if their 
perception and the real experience differ. The degree of real or anticipated harm determines how customers 
will respond to perceived deceit; this response will manifest itself as a desire to buy and repurchase 
(Timmerman & Piqueras-Fiszman, 2019). 
H3: There is a significant influence of deception on consumer’s online purchase behavior. 
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 DECEPTION 

Research Questions 
- How much does unethical advertising influence consumers' decisions to make purchases online? 
- How much does consumers' behavior when making purchases online get influenced by false 

information? 
- What impact does deceptive advertising have on consumers' internet buying habits? 

 
Research Objectives   

- To ascertain how consumers' online purchasing behavior is impacted by unethical advertising.  
- To investigate how deceptive information affects consumers' online buying decisions. 
- To look into how lying affects customers' internet buying habits. 

 
3. Research Methodology 
 
The targeted respondents of this research are consumers who shop online and are between the ages of 21 years 
old – 60 years old, and consumers who can comprehend the consent form, made a purchase in the last twelve 
months, and regularly shop through the top five (5) e-marketplaces in Malaysia namely: Shoppee, Lazada, 
Lelong. my, 11street, and Goshop. As of April 2019, the top five (5) e-marketplaces in Malaysia averaged 
between seven hundred thousand to twenty million visits daily (Mofokeng, 2021). A total of 588 respondents 
will be an appropriate sample size for this population as it passes the benchmark of power of analysis by Serdar 
(2021) on a standard effect size of 384 and within the range of 30 to 500 (Roscoe, 1975). In this research, a 
correlational design was used to examine the relationship among the variables and a survey method was used 
for data collection, which involves distributing questionnaires personally online to respondents to collect 
primary data; the survey was used to collect data from daily customers based on the understanding that these 
customers hold some knowledge in the online shopping sector. SPSS 26.0 was used to capture the data collected 
and a total of 17 items were created to examine consumers’ online purchase behavior. plot testing was 
performed beforehand to ensure the reliability and validity of the constructs of the research with a minimum 
of 0.7 Cronbach Alpha.  
 
Framework 
The framework examines false advertising practices, methods, and techniques used to manipulate consumers’ 
emotions toward online purchase behavior This research will investigate the relationship between unethical 
advertising, misleading information, and deception toward consumers' online purchase behavior. 
 
Figure 1: Stimulus, Organism, and Response Model (SOR) - Russell and Mehrabian, 1977. 
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The Stimulus-Organism-Response Model (S-O-R) and False Advertising effects on Online Shopping 
behavior 
The S-O-R Model applied to false advertising explains how misleading stimuli (stimulus) can lead to cognitive 
dissonance and emotional responses (organism), which, in turn, influence consumer behaviors and reactions 
(response). In both cases, the S-O-R Model helps us understand the complex interactions between external 
stimuli, internal psychological processes, and observable behavioral responses, shedding light on how online 
shopping and false advertising are intertwined and how they impact consumer decision-making. On the other 
hand, when addressing false advertising, stimuli encompass dishonest product claims, misleading images and 
descriptions, unrealistic promises, deceptive pricing tactics, and manipulative data usage. The organism aspect 
of false advertising relates to cognitive processes, trust, skepticism, and emotional responses. Consumers 
evaluate misleading advertisements by comparing them with their existing knowledge and expectations (Xie & 
Boush, 2011). Trust in advertising claims varies among consumers, influenced by prior experiences and 
attitudes toward marketing.   
 
False advertising can elicit emotions like frustration, disappointment, and anger if consumers feel deceived. 
Finally, the response to false advertising may involve consumers making purchases based on false claims and 
subsequently feeling deceived, eroding trust and loyalty, and potentially leading to complaints or negative 
word-of-mouth that can impact the brand's reputation and sales (Bhandari & Rodgers, 2011). 
 
4. Results 

 
This section provides information on the respondents who belong to the demographic profiles that had been 
measured using the set of questionnaires in section A. Section A of the questionnaires consists of 10 questions 
on gender, age, marital status, race, level of education, profession, salary, shopping frequency, average amount 
spent online, and preferred online shopping platform. A total of 588 questionnaires were distributed and 588 
were collected from the respondents, and all 588 responses were used as they fulfilled the data criteria; no 
missing values and the questionnaire was answered by the right respondents. 
 
Profile of Respondents: Table 1 displays a summary of the characteristics of the total sample of customers 
who participated in the study. 
 
Table 1: Demographic and Geographic Information About 588 respondents. 

VARIABLE FREQUENCY PERCENTAGE 
GENDER 
Males 203 34.5% 
Females 385 65.5% 
Total 588 100% 
AGE   
21-3o 354 60.2% 
31-40 155 26.4% 
˃41 79 13.4% 
Total 588 100% 
Marital Status  
Single  388 66% 
Married 183 31.1% 
Other 17 2.9% 
Total 588 100% 
Race   
Malay 266 45.24% 
Chinese 232 39.46% 
Indian  58 9.86% 
Others  32 5.44% 
Total 588 100% 
Level of Education  
Secondary School 18 3.06% 
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Diploma  84 14.28% 
Undergraduate                                      368                                              62.59% 
Postgraduate                                          114                                              19.39% 
Others  4 0.68% 
Total 588 100% 
Profession   
Self-employed  82 13.95% 
Unemployed  180 30.61% 
Employed in the Public Sector   52    8.84% 
Employed in the Private Sector 189 32.14%  
Others  85 14.46% 
Total 588 100% 
Salary    
Below RM 1,000 230 39% 
RM 1,000 – RM 3,000 110 19% 
RM 3,001 – RM 5,000 85 8.84% 
RM 5,001 – RM 9,000 163 27% 
Total 588 100% 
Shopping Frequency    
Daily 45 7.7% 
Weekly  145 24.7% 
Monthly  342 58.1% 
Yearly  56 9.5% 
Total 588 100% 
Average Amount Spent Online   
  RM 0 – RM 250 316 53.2% 
RM 251 – RM 500 160 27.2% 
RM 501 – RM 1000 60 10.2% 
RM 1001 – RM 2500 23 3.9% 
RM 2501 – RM 5000 25 4.5% 
RM 5001 and above 4 1% 
Total 588 100% 
Preferred Online Shopping 
Platform 

  

Shopee  412 70.1% 
Lazada  148 25.2% 
Zalora  5 0.9% 
Lelong. my 14 2.4% 
Others 9 1.2% 
Total 588 100% 

 
Descriptive Statistics: The purpose of conducting the mean and standard deviations is to understand the central 
tendency and dispersion values of the factors 

 
Table 2: Descriptive Statistics 
 Descriptive Statistics   
Variable Factor Name Mean Std. Dev. 
UA Unethical Advertising  3.11 1.09 
MI Misleading Information 3.49 0.84 
D Deception 3.31 0.94 
OPB Online Purchase Behavior  5.40 1.50 
 
A descriptive mean analysis was performed on the variables in this study. As presented in the Table above, the 
results show the mean values and standard deviations of each variable. The mean values range between 3.11 
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and 5.40 and Standard deviation values range from .84 to 1.50. The highest mean value is for online purchase 
behavior with a score of 5.40 and the lowest mean value is for unethical advertising with a score of 3.11. 
 
Table 3: Correlation Analysis Table 

 No. Variables Mean SD 1 2 3 4 

1 Unethical advertising 3.11 1.09     

2 Misleading information 3.49 .84 .674**    

3 Deception 3.31 .94 .659** .789**   

4 Online purchase behavior 5.40 1.50 .642** .633** .791**  

      **. Correlation is significant at the 0.01 level (1-tailed). 
 
Before conducting a simple or multiple regression analysis on the variables under investigation, it is necessary 
to establish the association between the independent and dependent variables, as demonstrated by the 
correlation analysis results between the two variables in the above table. Correlation coefficients between the 
variables (independent and dependent variables) about online purchasing behavior, deceit, false information, 
and unethical advertising often fall between .633 and .791. In summary, there exists a spectrum of moderate to 
high overall correlations between independent and dependent variables. 
 
Table 4: Summary of Variables “Reliability Test 

Variables Cronbach’s Alpha reliability No. of Items 
Unethical Advertising .666 4 
Misleading Information .792 5 
Deception .856 6 
Online purchase behavior .901 5 

 
By utilizing SPSS reliability analysis, each variable in the questionnaire was tested, and the results ranged from 
moderate to high. Items measuring unethical advertising (.666) have moderate consistency (< 0.7) whereas 
items measuring misleading information (0.792), and deception (0.856) have high consistency (> 0.7). Items 
measuring online purchase behavior (0.901) have very high consistency. The highest reliability is shown for 
online purchase behavior with a result of above 0.9, which is considered excellent consistency. The table above 
shows a summary of the reliability test for the variables.  
 
Table 5: ANOVA test results of Independent Variables and Online Purchase Behavior 

ANOVA 
Model Sum of Squares df Mean Square F Sig. 
1 Regression 864.438 3 288.146 365.514 .000b 

Residual 459.597 583 .788   
Total 1324.034 586    

a. Dependent Variable: Online_Purchase_Behavior 
b. Predictors: (Constant), Deception, Unethical_Advertisement, Misleading_Information 
 
It's time to assess how much each independent variable contributes to explaining the variance in the dependent 
variable after looking over the regression model's summary. This might be evaluated using the provided 
coefficients table. Which independent variable helped predict the dependent variable is indicated by the 
Standardised Coefficient Beta. The dependent variable is better explained by the highest beta values. 
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Table 6: Coefficient of dependent variable: Online Purchase behavior  
Coefficients 

Model 

Unstandardized 
Coefficients 

Standardized 
Coefficients 

t Sig. 

Collinearity 
Statistics 

B Std. Error Beta Tolerance VIF 
1 (Constant) 1.170 .157  7.461 .000   

Unethical_Advertisement .318 .047 .232 6.731 .000 .503 1.988 
Misleading_Information -.126 .075 -.071 -1.688 .092 .336 2.978 
Deception 1.110 .066 .694 16.776 .000 .347 2.878 

a. Dependent Variable: Online_Purchase_Behavior 
 
It is necessary to compare the Standardised Coefficient Beta to identify the model's largest contribution. The 
greatest Beta in this model is 1.110 for deceit, and its t-value is confirmed to be significant. The model indicates 
that unethical advertising has the second biggest Beta of 0.318, which is also deemed statistically significant. 
In this model, misleading information has the third-largest Beta (-0.126), although it is not statistically 
significant.  
 
The unstandardized coefficient for unethical advertising is equal to .318. This means that with each increase in 
unethical advertising, there will be an increase in online purchase behavior by 31.8%, Followed by the 
unstandardized coefficient for misleading information is equal to -.126. This means that with each increase in 
misleading information, there will be a decrease in online purchase behavior by 12.6%. And the last 
unstandardized coefficient for deception is equal to 1.110. This means that with each increase in deception, 
there will be an increase in online purchase behavior by 11%.  
 
Discussion 
The percentage of respondents that were willing to participate in the research is 98%. Additionally, the 
majority of the respondents were Malays or Chinese which could be an indication of the ethnic makeup of the 
area or region from which the sample was drawn. The respondents were mostly young adults with the majority 
of them being between 21 to 30 years old. The respondents were also predominantly female, with 65.5% of the 
sample being women. The majority of the respondents held an undergraduate degree and were employed in 
the private sector. In terms of online shopping habits, most respondents shopped every month and spent 
between RM 0 – RM 250 on average and Shopee was the most preferred online shopping platform among the 
respondents. Furthermore, the data suggests that online shopping activity is popular among the respondents, 
with a significant portion of them shopping every month.  Overall, the information provided about the 
respondents gives us some insight into their demographic and behavioral characteristics, which may help 
contextualize the findings of the research on the effects of false advertising on consumer’s online purchase 
behavior.  
 
The results show that all the instruments have a satisfactory value of reliability and validity. This chapter also 
involves hypothesis testing using a series of multiple regression analyses. This study attempted to examine the 
effect of the three factors in false advertising namely unethical advertising, misleading information, and 
deception on consumers’ online purchase behavior. 
 
5. Managerial Implications and Recommendations 
 
Several potential areas for research on the effects of advertising on the online shopping behavior of Malaysian 
consumers have been identified based on the information discussed above. It can start with exploring how false 
advertising impacts consumer trust in e-commerce platforms. Researchers should investigate the extent to 
which false advertising affects customers' trust in e-commerce platforms and their likelihood of using them 
again. Evaluating the effectiveness of Malaysia's regulations on advertising. Researchers should analyze the 
country's framework and enforcement mechanisms related to false advertising to determine how well they 
protect consumers from deceptive practices and suggest improvements. 
 
Understanding the role of third-party platforms in combating ads, as well as investigating the influences of it. 
Researchers should explore how third-party platforms like e-marketplaces can mitigate advertising practices 



Information Management and Business Review (ISSN 2220-3796) 
Vol. 16, No. 2, pp. 115-128, SI(2) 2024 

 

125  

and strategies employed to safeguard consumers. Researchers could examine how well consumer education 
and awareness efforts they impact shopping habits. Researchers could create suggestive initiatives aimed at 
educating consumers about misleading advertising practices in Malaysia. 
 
Conclusion 
The study's conclusions highlight the critical role that advertising plays in influencing customer perceptions of 
products and services and driving consumer purchasing behavior. Industry sectors need to plan their 
advertising strategies in light of the significant influence innovative commercials have on consumers' decision-
making processes. Advertisers can consider using a blend of intellectual and emotional appeals to better engage 
consumers and meet their psychological, emotional, and social requirements. Furthermore, companies in the 
sector need to recognize that customer attitudes and the excellence of advertising have an indirect impact on 
consumer decisions when it comes to online advertising.  
 
Businesses can maximize their impact on consumers by optimizing their online advertising strategy by using 
the clear correlation between purchasing behavior and online marketing. In light of these findings, we advise 
industry participants to give top priority to creating marketing efforts that appeal to customers' deeper 
emotional needs in addition to highlighting the practical benefits of products. This all-encompassing method of 
advertising has the potential to strengthen the bond between consumers and goods, which will ultimately have 
a favorable impact on their purchasing decisions. Furthermore, ongoing initiatives to improve the distinction 
of online advertising and conform to changing consumer sentiments will surely lead to more impactful and 
successful advertising campaigns, which will be advantageous to the market and to consumers in general. 
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